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Formal verification of the PQXDH Post-Quantum key agreement protocol for end-to-end secure messaging  
Karthikeyan Bhargavan, Charlie Jacomme, Franziskus Kiefer, Rolfe Schmidt. Usenix Security 2024

Signal’s PQXDH
Analyzed with ProVerif



Analyzing Small yet Complex Protocols like PQXDH

● Pleasant to model in the applied pi calculus
● Fast, fully automated symbolic security proofs
● Attack reconstruction to find and confirm vulnerabilities

Success story: Used in production at Signal

But some questions remain….

● Does the model match the implementation?
● What about the concrete cryptographic formats?
● What about the protocol state machine?
● What about interactions with other Signal sub-protocols?





A semantics for web services authentication
Karthikeyan Bhargavan, Cédric Fournet, Andrew D. Gordon. POPL 2004

XML Signatures
Analyzed by 

TulaFale/ProVerif

XML Rewriting Attacks on Web Services Security

https://dblp.org/pid/f/CedricFournet.html
https://dblp.org/pid/g/AndrewDGordon.html


XML Signature 
Rewriting Attack



Analyzing Protocols with Complex Formats 

● Many attacks depend crucially on message formats
○ Cross-protocol attacks on TLS, MLS, …
○ XML rewriting attacks on WS-Security, SAML, …

● Cryptographic formats can be complex
○ Trees, lists, XML, MLS, ASN.1
○ Can be encoded in ProVerif (TulaFale)

if recipients only parse messages up to a certain depth 

● Hard to be sure you have modeled them correctly
○ Need executable testable specifications (fs2pv)
○ Ideally, a dedicated framework for format security (Comparse)

Comparse: Provably Secure Formats for Cryptographic Protocols
Theophile Wallez, Karthikeyan Bhargavan, Jonathan Protzenko. CCS 2023



TLS 1.2 Handshake
Implemented in F# 

Analyzed with fs2pv 

Cryptographically verified implementations for TLS. Karthikeyan 
Bhargavan, Cédric Fournet, Ricardo Corin, Eugen Zalinescu. CCS 2008



Composing Protocols: Triple Handshake Attack

Triple Handshakes and Cookie Cutters: Breaking and Fixing Authentication 
over TLS. Karthikeyan Bhargavan, Antoine Delignat-Lavaud, Cedric Fournet, 
Alfredo Pironti, Pierre-Yves Strub. IEEE S&P 2014

Composition Flaw 
Missed by Proofs



Many Practical Attacks on TLS (until TLS 1.3)

● BEAST CBC predictable IVs [Sep’11]
● CRIME Compression before Encryption [Sep’12]
● RC4 Keystream biases [Mar’13]
● Lucky 13 MAC-Encode-Encrypt CBC [May’13]
● 3Shake Insecure resumption [Apr’14]
● POODLE  SSLv3 MAC-Encode-Encrypt  [Dec’14]
● FREAK  Export-grade 512-bit RSA [Mar’15]
● LOGJAM  Export-grade 512-bit DH [May’15]
● SLOTH  RSA-MD5 signatures [Jan’16]
● DROWN SSLv2 RSA-PKCS#1v1.5  [Mar’16]
● SWEET32 3DES collisions [May’16]
● …

TLS 1.2 Attacks
Found during 

Formal Verification



What often goes wrong in protocols like TLS?

Crypto Weaknesses
● RC4, 3DES, MD5, PKCS#1 v1.5

Protocol Design Flaws
● Downgrade, Transcript collisions, Composition

Implementation Bugs
● Parsing, State machines, Memory safety

Often, a mix of all the above!
A need for verification tools that analyze both
the protocol and the implementation!

CRYPTO

PROTOCOL

IMPLEMENTATION



The TLS 1.3 Standardization Project

Draft 5   [Dowling, Fischlin, Günther, Stebila, 2015]

Draft 7  [Jager, Schwenk, Somorowsky, 2015]

Draft 9   [Krawczyk, Wee, 2016]

Draft 10 [Li, Xu, Zhang, Feng, Hu, 2016] 
[Fischlin, Günther, Schmidt, Warinschi, 2016]
[Cremers, Horvat, Scott, van der Merwe, 2016]

Draft 12 [Bhargavan, Brzuska, Fournet, Green, Kohlweiss, Beguelin, 2016]

Draft 14 [Fischlin, Günther, 2017]

Draft 18 [Bhargavan, Delignat-Lavaud, Fournet, Kohlweiss, Pan, Protzenko,
Rastogi, Swamy, Zanella-Béguelin, Zinzindohoué, 2017]
[Bhargavan, Blanchet, Kobeissi, 2017]

Draft 21 [Cremers, Horvat, Hoyland, Scott, van der Merwe, 2017]

2014

2018

Analysis in ProVerif for 
JavaScript implementation



miTLS [2012-2017]

Verified F* TLS implementation

● Covers many modes of TLS 1.0-1.3
● State machines, message formats
● Computational Security + 

Functional Correctness
● Verified crypto from EverCrypt

Major effort, high impact

● 30K+ lines, 100+ modules
● Helped find major attacks on TLS
● Influenced design of TLS 1.3 Implementing TLS with Verified Cryptographic Security. 

K Bhargavan, C Fournet, M Kohlweiss, A Pironti, PY Strub. IEEE S&P 2013



Lessons from miTLS

Large protocol specs, complex distributed systems

● Not just crypto, low-level protocol details matter
● Risks from composition flaws, downgrade attacks
● Verifying a reference implementation is a way 

to ensure we captured all relevant details 

Monolithic security+correctness proofs do not scale

● Different properties require different proof techniques
● Memory Safety for generated C → Low*
● Cryptographic Security → State-Separating Proofs
● Parsing Correctness → EverParse, Comparse

CRYPTO

PROTOCOL

IMPLEMENTATION



Bertie: Verified Post-Quantum TLS 1.3 in Rust



Verifying Bertie using hax with multiple provers 

ProVerif



Verifying the TLS 1.3 Protocol Logic

● Implemented in Rust
● Translated to ProVerif
● Similar to the model of Bhargavan, 

Blanchet, Kobeissi [2017]
● Main security theorems

○ Server Authentication
○ Session Key Forward Secrecy
○ Assumes PQ-secure KEM
○ 5980 lines of ProVerif

from 1723 lines of Rust



Translating Protocol Functions from Rust to ProVerif

Injective 
Transcripts

Abstract Key 
Schedule



● Implemented in Rust
● Formally verified in SSProve
● Mechanizes the pen-and-paper proof 

structure of Brzuska et al. [2021]
● Main security theorem:

○ Session Keys are indistinguishable 
from random, as long as KEM is 
IND-CCA, HKDF is secure KDF 

○ 7500 lines of Rocq proof
vs 1500 for pen-and-paper

Verifying the Key Schedule (SSProve)



Runtime Safety and Parsing Correctness (F*)

● Rust programs can crash (panic)
● Serialization/parsing code may be 

incorrect, leading to exploits
● Use F* to prove runtime safety and 

key functional correctness properties 
● Main security theorem

○ Protocol code will not crash for 
any attacker-controlled input 

○ Generated TLS 1.3 messages are 
unambigious, correctly parsed



Verifying Bertie using hax and multiple provers 

● Rust type system to enforce state machine invariants
● libcrux (hax + F*) for verified cryptography
● F* for properties like parsing correctness and panic-freedom
● ProVerif to prove protocol security for the TLS 1.3 implementation
● SSProve to cryptographically verify the key schedule implementation

Formal Security and Functional Verification of Cryptographic Protocol Implementations in Rust. 
ACM CCS 2025. Bhargavan, Hansen, Kiefer, Schneider-Bensch, Spitters. 

https://eprint.iacr.org/2025/980


Lessons and Limitations

Choice of programming and spec language is key for adoption

● Rust + annotations is more accessible to developers than F* or C or ProVerif

Using multiple task-specific provers lowers verification effort

● ProVerif, F*, SSProve have completely different strengths

… but we do not get an end-to-end security theorem

● No formal link between ProVerif, F*, SSProve
● Weaker computational security guarantees than (say) miTLS, 

but over a larger part of the protocol



Conclusion

ProVerif has had a big impact on real-world cryptography (and on me!)

○ Verified designs and implementations for TLS, Signal, .…

Verification of production protocol code remains an open challenge

○ Tools like hax seek to bridge the gap

Analyzing protocols with recursive, unbounded data structures still hard

○ Unbounded groups, tree data structures like in MLS

Many exciting developments and extensions to ProVerif

○ Lemmas, induction, equivalences, …


