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Limitation

Equation theory limited to subclass of ones satisfying Finite Variant Property

Theory not handled:

XOR XORh Abelian Group DH Bilinear Pairing …

Maude NPA 

Existing tools that could do more:

Tamarin (relied on AC-Finite Variant Property)

ProVerif-ATP (use Vampire as backend)

Akiss (specific to XOR & equivalence)

ProVerif-like with XOR [Küsters and Truderung] (XOR & secrecy & linear clauses)
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Inside ProVerif (Generation of initial Horn Clauses)
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A bit of history

I just need to put this in ProVerif and 
poof it’s done!

… You don’t think you will have 
termination issues in practice? We had a lot 

of problem with Akiss just for XOR…

Naaahhh! We have subsumption and 
global redundancy in ProVerif… it’s gonna 

work like a charm once we put them 
modulo AC

2025… a few months later
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A bit of history

… Hold my beer …

….OK … it’s not gonna be so easy

Examples that does not terminate:
in(c,x:bitstring);   out(c, xor(x,h(x)))

in(c,x:bitstring);   out(c, h(xor(a,x)))

in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y)) 

…



The main difficulty is not making ProVerif correct. 
It is making it both correct and able to terminate in practice.

We focus only Exclusive OR (XOR) … so far

x ⊕ x = 0 x ⊕ 0 = x

x ⊕ y = y ⊕ x x ⊕ (y ⊕ z) = (x ⊕ y) ⊕ z



A problematic example

Variant of XOR into Horn clauses

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x ⊕ y) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x)

𝖺𝗍𝗍(x ⊕ z) ∧ 𝖺𝗍𝗍(y ⊕ z) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(x) → 𝖺𝗍𝗍(0)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(0) → 𝖺𝗍𝗍(x)
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Removed by tautology (simplification rule):

Remove clauses of the form F ∧ H → F



A problematic example

Variant of XOR into Horn clauses

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x ⊕ y) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x)

𝖺𝗍𝗍(x ⊕ z) ∧ 𝖺𝗍𝗍(y ⊕ z) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(x) → 𝖺𝗍𝗍(0)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(0) → 𝖺𝗍𝗍(x)

f +
0 :

f +
1 :

f +
2 :

f +
3 :

f +
4 :

Removed by subsumption:

Remove clauses of the form  when  existsFσ ∧ H → Cσ F → C

→ 𝖺𝗍𝗍(0)
Clause given to attacker:
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A problematic example

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x′￼⊕ y′￼) ∧ 𝖺𝗍𝗍(y′￼) → 𝖺𝗍𝗍(x′￼)

f +
0 :

f +
1 :

Resolution between 
 and f +

0 f +
1

x1 ⊕ x2 ⊕ y1 ⊕ y2

Problem: Not removed by subsumption nor global redundancy

𝖺𝗍𝗍(x1 ⊕ x2) ∧ 𝖺𝗍𝗍(y1 ⊕ y2) ∧ 𝖺𝗍𝗍(x2 ⊕ y2) → 𝖺𝗍𝗍(x1 ⊕ y1)f :

Repeat resolution step between  and f +
0 f

process 0

In term of protocol, that would loop on:
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Another problematic example

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)
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Example (among 4 possible mgus):
σ = {x′￼ ↦ x1 + y; x → a ⊕ x1}



Another problematic example

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(a ⊕ x′￼) → 𝖺𝗍𝗍(h(x′￼))

f +
0 :

f :

Resolution between 
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Example (among 4 possible mgus):
σ = {x′￼ ↦ x1 + y; x → a ⊕ x1}
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Another problematic example

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(a ⊕ x′￼) → 𝖺𝗍𝗍(h(x′￼))

f +
0 :

f :

Resolution between 
 and f +

0 g

𝖺𝗍𝗍(a ⊕ x1) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(h(x1 ⊕ y))g :

Problem: Not removed by subsumption nor global redundancy

Repeat resolution step between  and f +
0 g

In term of protocol, that would loop on:

process 
   in(c,x:bitstring);   new a:bitstring; out(c, h(xor(x,a))) 



How to solve the problem: Marked facts (Inspired by AKISS)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)f +
0 : Resolution with  is a 

problem
f +
0

𝖺𝗍𝗍(x′￼⊕ y′￼) ∧ 𝖺𝗍𝗍(y′￼) → 𝖺𝗍𝗍(x′￼)f +
1 :
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How to solve the problem: Marked facts (Inspired by AKISS)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)f +
0 : Resolution with  is a 

problem
f +
0

𝖺𝗍𝗍(x′￼⊕ y′￼) ∧ 𝖺𝗍𝗍(y′￼) → 𝖺𝗍𝗍(x′￼)f +
1 :

Resolution with  not allowed on a marked fact!f +
0

… You already have a ProVerif feature to prevent 
resolution: noselect (or nounif) !

Noselect prevents ALL resolutions. 
Marked fact only prevents with f +

0

… and it’s still correct 😊 



Why it works

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x′￼⊕ y′￼) ∧ 𝖺𝗍𝗍(y′￼) → 𝖺𝗍𝗍(x′￼)

𝖺𝗍𝗍(a1 ⊕ a2) 𝖺𝗍𝗍(b1 ⊕ b2)

𝖺𝗍𝗍(a1 ⊕ a2 ⊕ b1 ⊕ b2)

𝖺𝗍𝗍(a1 ⊕ b1)

𝖺𝗍𝗍(a2 ⊕ b2)

f +
0 :

f +
1 :

Find a new derivation 
that does not 

contradict marking

𝒟1 𝒟2

𝒟3



Why it works

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x′￼⊕ y′￼) ∧ 𝖺𝗍𝗍(y′￼) → 𝖺𝗍𝗍(x′￼)

𝖺𝗍𝗍(a1 ⊕ a2) 𝖺𝗍𝗍(b1 ⊕ b2)

𝖺𝗍𝗍(a1 ⊕ a2 ⊕ b1 ⊕ b2)

𝖺𝗍𝗍(a1 ⊕ b1)

𝖺𝗍𝗍(a2 ⊕ b2)

f +
0 :

f +
1 :

𝒟3

𝒟1 𝒟2



Why it works

𝖺𝗍𝗍(a1 ⊕ a2)

𝖺𝗍𝗍(b1 ⊕ b2)

𝒟1

𝒟2

𝒟3

𝖺𝗍𝗍(a1 ⊕ b2)

𝖺𝗍𝗍(a1 ⊕ b1)

𝖺𝗍𝗍(a2 ⊕ b2)

f +
2 :

f +
2 :

𝖺𝗍𝗍(x ⊕ z) ∧ 𝖺𝗍𝗍(y ⊕ z) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x ⊕ z) ∧ 𝖺𝗍𝗍(y ⊕ z) → 𝖺𝗍𝗍(x ⊕ y)

Yes we can!



Marked variants

Variant of XOR into Horn clauses

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x ⊕ y) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x)

𝖺𝗍𝗍(x ⊕ z) ∧ 𝖺𝗍𝗍(y ⊕ z) → 𝖺𝗍𝗍(x ⊕ y)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(x) → 𝖺𝗍𝗍(0)

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(0) → 𝖺𝗍𝗍(x)

f +
0 :

f +
1 :

f +
2 :

f +
3 :

f +
4 :

Each hypotheses of all variants is marked except f +
0



Impact of marking on subsumption

Take  subsuming  F ∧ H → C Fσ ∧ Hσ ∧ H′￼ → Cσ



Impact of marking on subsumption

f +
0

Fσ ∧ Hσ ∧ H′￼ → Cσ

𝒟1 𝒟2

𝒟3 𝒟4

Take  subsuming  F ∧ H → C Fσ ∧ Hσ ∧ H′￼ → Cσ



Impact of marking on subsumption

f +
0

Fσ ∧ Hσ ∧ H′￼ → Cσ

𝒟1 𝒟2

𝒟3 𝒟4
f +
0

F ∧ H → C

𝒟1 𝒟2

𝒟3

Take  subsuming  F ∧ H → C Fσ ∧ Hσ ∧ H′￼ → Cσ



Impact of marking on subsumption

f +
0

Fσ ∧ Hσ ∧ H′￼ → Cσ

𝒟1 𝒟2

𝒟3 𝒟4
f +
0

F ∧ H → C

𝒟1 𝒟2

𝒟3

Take  subsuming  F ∧ H → C Fσ ∧ Hσ ∧ H′￼ → Cσ

If  marked then  must be markedF Fσ



A second kind of marking: Dynamic marking

Previous marking was specific to variants of f +
0

𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(x ⊕ y)
𝖺𝗍𝗍(a ⊕ x′￼) → 𝖺𝗍𝗍(h(x′￼))

f +
0 :
f : Not a variant

We can’t prevent resolution on  𝖺𝗍𝗍(a ⊕ x′￼)

𝖺𝗍𝗍(a ⊕ x1) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(h(x1 ⊕ y))g :
But we can on  in the resulting clause𝖺𝗍𝗍(a ⊕ x1)

𝖺𝗍𝗍(a) ∧ 𝖺𝗍𝗍(y) → 𝖺𝗍𝗍(h(y))g′￼ :

and all the facts of the clauses obtained by resolution containing a



A second kind of marking: Dynamic marking
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𝖺𝗍𝗍(x) ∧ 𝖺𝗍𝗍(0) → 𝖺𝗍𝗍(x)
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By subsumption



How to solved this?
Main idea: 3-level hierarchy of clauses

Level 1 Protocol clauses
Protocol clauses + all 

clauses obtained from 
them by resolution

Level 2 Variant clauses
Variant clauses + all 

clauses obtained from 
them by resolution

Level 3 Solved clauses
Clauses from lvl 1 & 2 

with solved hypotheses 
(e.g. )𝖺𝗍𝗍(x)



How to solved this?
Main idea: 3-level hierarchy of clauses

Level 1 Protocol clauses

Level 2 Variant clauses

Level 3 Solved clauses

Order of 
subsumption
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Experimental results

From Küsters & Truderung

RFID protocols

Terminate on our cases studies

but not always
fun h(bitstring):bitstring[private]. 
process 
   in(c,x:bitstring);   out(c, xor(x,h(x))) 
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Next steps

Diff-equivalence !

… and then merge to master…

… hopefully faster than the branch “improve scope lemma” … 😉 

… and then AG, Diffie-Hellman, Bilinear, etc through AC-FVP


