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fun sign(G, skey): bitstring.

fun pk(skey):pkey.

reduc forall m: G, k: skey; getmess(sign(m,k)) = m.

reduc forall m: G, k: skey; checksign(sign(m,k), pk(k)) = m.

(x Shared key encryption x) True

fun enc(bitstring, G): bitstring.
reduc forall x: bitstring, y: G; dec(enc(x,y),y) = X.

WNANANNANAN

(x Diffie-Hellman )

const g: G.
fun exp(G, exponent): G.
equation forall x: exponent, y: exponent; exp(exp(g, x), y) = exp(exp(g, y), x). False

(* Test whether s is secret )

free s: bitstring [private].
query attacker(s).

(x The process ) CannOt
let p@(skA: skey, pkA: pkey, pkB: pkey) = k)EE
in(c, pkX: pkey); proved

new n@: exponent;
out(c, (sign(exp(g, n@), skA), pkA));

Y A T L T L .




Inside ProVerif

Destructors
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- >

Query
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Cannot
be

proved



Inside ProVerif

Initial Horn Clauses

Translate to

Destructors
Horn clauses

Compute
variants of all ———| Saturation
Horn clauses :

Compute £

Equational theory that has EVP

Translate to

Protocol
Horn clauses




Inside ProVerif (Generation of initial Horn Clauses)

Saturation
Fix point
Resolution to
generate clauses
o simplify
Initial Horn resulting
clauses clauses

Testing

subsumption and
global redundancy

Critical for termination



Limitation
Equation theory limited to subclass of ones satisfying Finite Variant Property

Theory not handled:

XOR XORh Abelian Group DH Bilinear Pairing

Existing tools that could do more:

Maude NPA Tamarin (relied on AC-Finite Variant Property)

ProVerif-ATP (use Vampire as backend)
Akiss (specific to XOR & equivalence)
ProVerif-like with XOR [Kisters and Truderung] (XOR & secrecy & linear clauses)



A bit of history: what was missing
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R that models E and that satisfies AC-FVP
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A bit of history
2025

We have a new algorithm for generating
R that models E and that satisfies AC-FVP

| can compute most general unifiers
modulo E and compute E-variant!

| just need to put this in ProVerif and
poof it's done!




A bit of history: what was missing

Initial Horn Clauses

Translate to

Destructors
Horn clauses

Compute AC- :
variants of all ———>| Saturation
Horn clauses '

Compute £

Equational theory- that has AC.FVP

Translate to

Protocol
Horn clauses




Inside ProVerif (Generation of initial Horn Clauses)

Saturation

Fix point

Resolution to generate
clauses modulo AC

— simplify
Initial Horn resulting clauses
clauses modulo AC

Testing subsumption
and global redundancy

modulo AC )
Rely on matching and

unification modulo AC
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A bit of history

2025... a few months later
| just need to put this in ProVerif and
poof it's done!

... You don't think you will have
termination issues in practice? We had a lot
of problem with Akiss just for XOR...

Naaahhh! We have subsumption and
global redundancy in ProVerif... it's gonna
work like a charm once we put them

modulo AC




A bit of history

... Hold my beer ...




A bit of history

... Hold my beer ...

Examples that does not terminate:

in(c,x:bitstring); out(c, xor(x,h(x)))

in(c,x:bitstring); out(c, h(xor(a,x)))

in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y))




A bit of history

... Hold my beer ...

Examples that does not terminate:

in(c,x:bitstring); out(c, xor(x,h(x)))

in(c,x:bitstring); out(c, h(xor(a,x)))

in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y))




The main difficulty is not making ProVerit correct.

It is making it both correct and able to terminate in practice.

We focus only Exclusive OR (XOR) ... so far

x@Px=0 xP0=x

xXPy=yDx xOOYD)=xDy Dz



A problematic example

Variant of XOR into Horn clauses

o - att(x) Aatt(y) = att(x @ y)

T att(x @ y) A att(y) — att(x)

T atte D 2) Aatt(y D z) - att(x D y)
7o att(x) A att(x) — att(0)

;o att(x) A att(0) — att(x)



A problematic example

Variant of XOR into Horn clauses

o1 att(x) Aatt(y) — att(x @ y)
1+ . att(x @ y) A att(y) — att(x)

o att(x @ z) Aatt(y @ 2) — att(x D y)
T att(x) A att(x) — att(0)

+ . . N
4 ° @ o \

Removed by tautology (simplification rule):

Remove clauses of the form FA H —» F



A problematic example

Variant of XOR into Horn clauses

o1 att(x) Aatt(y) — att(x @ y)
1+ . att(x @ y) A att(y) — att(x)
o att(x @ 2) Aatt(y B z) — att(x @ y)

3+ —F A—¢ G Clause given to attacker:
L | A — att(0)
4 ° o (s \J &

Removed by subsumption:

Remove clauses of the form Fo A H - Co when F = C exists



A problematic example
fo o att(x) A att(y) — att(x @ y)

fi:  att(x @ y) A att(y) — att(x)



A problematic example
fo o att(x) A att(y) — att(x @ y)

fi o att(x’ @ y’) A att(y’) — att(x)
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A problematic example
P P X DX Dy Dy
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A problematic example
P P X DX Dy Dy

fo o att(x) A att(y) — att(x @ y)

Resolution between

f1+ ) att(x’@y/) A att(y/) _ att(x,) fO andfl

Compute AC most general unifiers between att(x @ y) and att(x" @ y’)
Example (among 7 possible mgus):
oc={xr X1 D Xy =y, €By2;x' = X GByl;y’ = XQ@Y2}

Produces the rule

i att(x; ®x,) Aatt(y, @ y,) A att(x, @ y,) — att(x; @ y,)



A problematic example
P P X DX Dy Dy

fo o att(x) A att(y) — att(x @ y)

Resolution between

far andffr

fi o attx’ @ y’) A att(y’) — att(x))

i att(x; ®x,) A att(y, @ y,) A att(x, @ y,) — att(x; @ y;)

Problem: Not removed by subsumption nor global redundancy

Repeat resolution step between f; and f

In term of protocol, that would loop on:

process @



Another problematic example

fo o att(x) A att(y) — att(x @ y)

Resolution between
foand g

f: atta @ x) — att(h(x)



Another problematic example

fo o att(x) A att(y) — att(x @ y)

f:  att(a @ x') — att(h(x'))

Resolution between
foand g

Compute AC most general unifiers between att(x @ y) and att(a @ x')

Example (among 4 possible mgus):

c={xX'Px+y;x—=>a®x}



Another problematic example

fo o att(x) A att(y) — att(x @ y)

f: att(a @ x') — att(h(x'))

Resolution between
foand g

Compute AC most general unifiers between att(x @ y) and att(a @ x')
Example (among 4 possible mgus):
c={xX'Px+y,;x—>a®x}

Produces the rule

g att(a @ x)) A att(y) — att((x; B y))



Another problematic example

fo o att(x) A att(y) — att(x @ y)

Resolution between
foand g

f: atta @ x) — att(h(x)
g: att(a @ x)) A att(y) — att(h(x, D y))

Problem: Not removed by subsumption nor global redundancy

Repeat resolution step between f and g



Another problematic example

fo o att(x) A att(y) — att(x @ y)

Resolution between
foand g

f: att(a @ x’) — att(h(x’))
g: att(a @ x)) A att(y) — att(h(x, D y))

Problem: Not removed by subsumption nor global redundancy
Repeat resolution step between f and g
In term of protocol, that would loop on:

Process
in(c,x:bitstring); new a:bitstring; out(c, h(xor(x,a)))



How to solve the problem: Marked facts (Inspired by AKISS)

fg— . att(x) A att(y) — att(x @ y) Resolution with /7" is a

problem

fi o att(x’ @ y’) A att(y’) — att(x)
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fg— . att(x) A att(y) — att(x @ y) Resolution with /7" is a

problem

fi o att(x’ @ y’) A att(y’) — att(x)

Resolution with f" not allowed on a marked fact!

... You already have a ProVerif feature to prevent
resolution: noselect (or nounif) !




How to solve the problem: Marked facts (Inspired by AKISS)

fg— . att(x) A att(y) — att(x @ y) Resolution with /7" is a

problem

[ A @) Aatt(y) — attx)

b

... You already have a ProVerif feature to prevent
resolution: noselect (or nounif) !

Noselect prevents ALL resolutions.
Marked fact only prevents with £,




Why it works
att(al @ az) att(bl @ bz)

fo o] attx) A att(y) — att(x @ y)

Find a new derivation
that does not
contradict marking

att(a; @ b;)



Why it works
att(al @ az) att(bl @ bz)

fo o] attx) A att(y) — att(x @ y)

att(a, & b,)



Why it works

Yes we can!



Marked variants

Variant of XOR into Horn clauses

oo att(x) A att(y) — att(x D y)

| At @ y) Aatt(y) — att(x)

;1 ata @) Aatty @ 2) — attr D y)
s 1 atty) Aatt(x) — att(0)

40 attx) Aatt(0) — att(x)

Each hypotheses of all variants is marked except f;y



Impact of marking on subsumption

Take FAH — C subsuming Fo AHo ANH — Co



Impact of marking on subsumption

Take FA H — C subsuming Fo AHo AH — Co

FonNnHoANH — Co



Impact of marking on subsumption

Take FA H — C subsuming Fo AHo AN H — Co




Impact of marking on subsumption

Take FA H — C subsuming Fo AHo AH — Co

If ' marked then Fo must be marked



A second kind of marking: Dynamic marking

Previous marking was specific to variants of f,

fo o att(x) A att(y) — att(x @ y)
. att(a @ x") — att(h(x')) Not a variant

We can’t prevent resolution on att(a @ x’)

But we can on att(a @ x,) in the resulting clause

g: att(a @ x)) A att(y) — att(h(x, D y))

g’ att(a) A att(y) — att(h(y))

and all the facts of the clauses obtained by resolution containing a



A second kind of marking: Dynamic marking

> {,.@2..}

att(a) att(b)

+ @3
Jo ] att(x) A att(y) — att(x D y)
att(a @ b) att(c)

g A att(y) — att(h(x; @ y))

att(h(b @ ¢))

Reverse the resolution



A second kind of marking: Dynamic marking

D, D,
att(a) att(b) R
+ @3
fo o | att(x) A att(y) — att(x @ y)
att(a @ b) att(c)
fo | att(x) A att(y) — att(x @ y)

att(a @ b @ c)

att(a @ x) — att(h(x))

att(h(b @ ¢))



A second kind of marking: Dynamic marking

D2 3
att(b) att(c)
@1 fo | att(x) A att(y) — att(x @ y)
att(a) att(h @ c)
fif | att(x) A att(y) — att(x @ y)
att(a @ b & c¢)

att(a @ x) — att(h(x))

att(h(b @ ¢))



A second kind of marking: Dynamic marking

{'092%:} -:.'.QZJ;

att(b) att(c)
@1 f(;r | att(x) A att(y) — att(x @ y)
att(a) att(b @ c)

att(h(b @ ¢))



Does ProVerif do better than Akiss?

Take the process
in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y))

It mimics the attacker clause generating:

att(x) A att(y) — att(x @ y)
att(x @ y) A att(y) — att(x)

att(x @ z) A att(y @ z) — att(x D y)
att(x) A att(x) — att(0)

att(x) A att(0) — att(x)



Does ProVerif do better than Akiss?

Take the process
in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y))

It mimics the attacker clause generating:

Protocol clauses Variant clauses
att(x) A att(y) — att(x @ y) o © att(x) Aatt(y) — att(x @ y)
att(x @ y) A att(y) — att(x) R att( y) /\at) — att(x)
attx P ) ANatt(y P z) — att(x @ y) A at A at(} — att(x D y)
att(x) A att(x) — att(0) > aﬁA ,, - att(0)

att(x) A att(0) — att(x) ;o att(x) A att(0) — att(x)



Does ProVerif do better than Akiss?

Take the process
in(c,x:bitstring); in(c,y:bitstring); out(c, xor(x,y))

It mimics the attacker clause generating:

Protocol clauses Variant clauses
att(x) A att(y) — att(x @ y) 0 INatt(x) A att(y) — att(x @ y)

att(x @ y) A att(y) — att(x) T att(x WA att(y) —sAtt(x)

att(x D ) Aatt(y @ z) — att(x D y) 2+ . att(x s> Z) A\ g N 7)) — att(x @ y)

att(x) A att(x) — att(0) 5 o att(gACatt(x) — att(0)

att(x) A att(0) — att(x) fi

at By subsumption



How to solved this?

Level 1

Level 2

Level 3

Main idea: 3-level hierarchy of clauses

Protocol clauses

Variant clauses

Solved clauses

Protocol clauses + all
clauses obtained from
them by resolution

Variant clauses + all
clauses obtained from
them by resolution

Clauses from Ivl 1 & 2
with solved hypotheses

(e.g. att(x))



How to solved this?

Main idea: 3-level hierarchy of clauses

L evel 1 Protocol clauses

Order of

Level 2 Variant clauses subsumption

| evel 3 Solved clauses




Experimental results

CR-xor

key secrecy
tag aliveness
tag recent aliveness

< 1s

NSL-xor secrecy of nr X | 7s
secrecy of ni v
initiator agreement on (ni, nr) X
responder inj. agreement on (ni,nr) | v/

NSL-xor fix | secrecy of ni and nr v | <1s
initiator inj. agreement on (ni, nr) v
responder inj. agreement on (ni,nr) | v/

RA secrecy of K, X | <1s

RA fix secrecy of K, v | <1s

IBM-CCA-0 | secrecy of pdk X | <2s

From Klsters & Truderung

Terminate on our cases studies

CHO07

key secrecy

tag and reader aliveness

tag recent aliveness

tag and reader agreement k & ry ® r,
tag agreement (k, ry,72)

reader recent aliveness

reader agreement on (k, ry,12)

3s

KCLO07

key secrecy
tag recent aliveness
tag agreement on (id, rq,r2)

< 1s

LAKO06

key secrecy

tag aliveness

tag recent aliveness

reader inj. agreement on (k, ro,r1)

3s

MW

key secrecy
tag and reader agreement on (id, k, nr, nt)

NS XS N ®NN>™XXX X NN NS

< 1s

RFID protocols




Experimental results

CR-xor

key secrecy
tag aliveness
tag recent aliveness

< 1s

NSL-xor secrecy of nr X | 7s
secrecy of ni v
initiator agreement on (ni, nr) X
responder inj. agreement on (ni,nr) | v/

NSL-xor fix | secrecy of ni and nr v | <1s
initiator inj. agreement on (ni, nr) v
responder inj. agreement on (ni,nr) | v/

RA secrecy of K, X | <1s

RA fix secrecy of K, v | <1s

IBM-CCA-0 | secrecy of pdk X | <2s

From Klsters & Truderung

Terminate on our cases studies

fun h(bitstring):bitstringl[privatel].

pProcess

in(c,x:bitstring);

but not always

CHO07

key secrecy

tag and reader aliveness

tag recent aliveness

tag and reader agreement k ® r; ® r,
tag agreement (k, ry,72)

reader recent aliveness

reader agreement on (k, ry,12)

3s

KCLO07

key secrecy
tag recent aliveness
tag agreement on (id, rq,r2)

< 1s

LAKO06

key secrecy

tag aliveness

tag recent aliveness

reader inj. agreement on (k, rg,r1)

3s

MW

key secrecy

tag and reader agreement on (id, k, nr, nt)

NS XS N ®NN>™XXX X NN NS

< 1s

out(c, xor(x,h(x)))

RFID protocols
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Next steps

Diff-equivalence !

... and then merge to master...

... hopefully faster than the branch “improve scope lemma” ... &

... and then AG, Diffie-Hellman, Bilinear, etc through AC-FVP



