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Cryptographic protocols

(1)

Cryptographic protocols
small programs designed to secure
communication (various security
goals)
use cryptographic primitives (e.g.
encryption, hash function,

(1) by Fabio Lanari — Internet1.jpg by Rock1997 modified., CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=20995390
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Security properties (1)

Secrecy: May an intruder learn some secret message between two
honest participants?

Authentication: Is the agent Alice really talking to Bob?

Fairness: Alice and Bob want to sign a contract. Alice initiates the
protocol. May Bob obtain some advantage?

Non-repudiation: Alice sends a message to Bob. Alice cannot later
deny having sent this message. Bob cannot deny having received the
message.
...
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Security properties: E-voting (2)

Eligibility: only legitimate voters can vote, and only
once

Fairness: no early results can be obtained which could
influence the remaining voters

Individual verifiability:
a voter can verify that her vote was
really counted

Universal verifiability:
the published outcome really is the
sum of all the votes
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Security properties: E-voting (3)

Privacy: the fact that a particular voter voted in a particular way is not
revealed to anyone

Receipt-freeness: a voter cannot prove that she
voted in a certain way (this is important to pro-
tect voters from coercion)

Coercion-resistance: same as receipt-freeness, but the coercer interacts
with the voter during the protocol, (e.g. by preparing messages)
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Cryptographic primitives

Cryptographic primitives
Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.
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Cryptographic primitives

Cryptographic primitives
Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Symmetric encryption

encryption decryption

−→ Examples: Caesar encryption, DES, AES, . . .
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Cryptographic primitives

Cryptographic primitives
Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Asymmetric encryption

encryption decryption

public key private key
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Cryptographic primitives

Cryptographic primitives
Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Signature

signature verification

private key public key
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Why verify security protocols ?

The verification of security protocols has been and is still a very active
research area.

Their design is error prone.
Security errors are not detected by testing:
they appear only in the presence of an adversary.
Errors can have serious consequences.
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Models of protocols

Active attacker:
the attacker can intercept all messages sent on the network
he can compute messages
he can send messages on the network
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Models of protocols: the symbolic model

The symbolic model or “Dolev-Yao model” is due to Needham and
Schroeder [1978] and Dolev and Yao [1983].

The cryptographic primitives are blackboxes.
The messages are terms on these primitives.
↪→ {m}k encryption of the message m with key k,
↪→ (m1, m2) pairing of messages m1 and m2, . . .
The attacker is restricted to compute only using these primitives.
⇒ perfect cryptography assumption

One can add equations between primitives, but in any case, one makes the
hypothesis that the only equalities are those given by these equations.

This model makes automatic proofs relatively easy
(Tamarin, ProVerif, AVISPA, . . . ).
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Models of protocols: the computational model

The computational model has been developed at the beginning of the
1980’s by Goldwasser, Micali, Rivest, Yao, and others.

The messages are bitstrings.
The cryptographic primitives are functions on bitstrings.
The attacker is any probabilistic (polynomial-time) Turing machine.

This model is much more realistic than the symbolic model, but until
recently proofs were only manual.
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Models of protocols: side channels

The computational model is still just a model, which does not exactly
match reality.
In particular, it ignores side channels:

timing
power consumption
noise
physical attacks against smart cards

which can give additional information.
In this course, we will mostly ignore side channels.
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant’s account
−−−−−−−−−−−−−−−−−−−→

transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→

transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→

...
transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant’s account
−−−−−−−−−−−−−−−−−−−→

transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→

transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→

...
transfer 100 euros into

the merchant’s account
−−−−−−−−−−−−→

Example: attack on the decoders (TV)
−→ block the message that cancels the subscription
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Verifying protocols in the symbolic model

Compute the set of all terms that the attacker can obtain.
This set is infinite:

The attacker can generate messages of unbounded size.
The number of sessions of the protocol is unbounded.

⇒ still tricky!
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Relevance of the symbolic model

Numerous attacks have already been obtained.
An attack in the symbolic model immediately implies one in the
computational model (and a practical attack).

A proof in the symbolic model does not always imply a proof in the
computational model (see next).

Allows us to perform automatic verification.
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Proofs in the computational model

Proofs by reduction:
from an adversary that breaks the protocol,
one can build an adversary that solves a difficult mathematical
problem.

Difficulty: protocols typically rely on several cryptographic primitives,
each relying on the difficulty of a different problem.
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Proofs in the computational model

Proofs by sequences of games [Shoup, Bellare&Rogaway]:
The first game is the real protocol.
One goes from one game to the next by syntactic transformations or
by reducing to a security assumption on a cryptographic primitive.
The difference of probability between consecutive games is negligible.
The last game is “ideal”: the security property is obvious from the
form of the game.
(The advantage of the adversary is 0 for this game.)

Game 0
Protocol
to prove

←→
p1

negligible

Game 1 ←→
p2

negligible
. . .

←→
pn

negligible

Game n
Property
obvious
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Proofs in the computational model

Mechanization:
CryptoVerif
CertiCrypt, FCF, SSProve (frameworks within Coq),
CryptHOL (within Isabelle)
EasyCrypt
Typing (OWL, . . . )
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Link between the two models

Computational soundness theorems:

Proof in the
symbolic model ⇒

proof in the
computational model

modulo additional assumptions.

Approach pioneered by Abadi&Rogaway [2000]; many works since
then.
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Link between the two models: application

Indirect approach to automating computational proofs:

1. Automatic symbolic
protocol verifier

↓
2. Computational

proof in the soundness proof in the
symbolic model −−−−−−→ computational model
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Needham-Schroeder (public-key) Protocol
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Needham-Schroeder’s Protocol (1978)

• A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)
A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Needham-Schroeder’s Protocol (1978)

A → B : {A, Na}pub(B)
• B → A : {Na, Nb}pub(A)

A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Needham-Schroeder’s Protocol (1978)

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)

• A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Needham-Schroeder’s Protocol (1978)

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)

• A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Needham-Schroeder’s Protocol (1978)

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)

• A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Needham-Schroeder’s Protocol (1978)

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)

• A → B : {Nb}pub(B)

Questions
Is Nb secret between A and B ?
When B receives {Nb}pub(B), does this message really comes from A ?

Attack
An attack was found 17 years after its publication! [Lowe 96]

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 22 / 30



Example: Man in the middle attack

Agent A Intruder I Agent B

{A, Na}pub(I) {A, Na}pub(B){A, Na}pub(I) {A, Na}pub(B)

{Na, Nb}pub(A){Na, Nb}pub(A)

{Nb}pub(I) {Nb}pub(B)

Attack
involving 2 sessions in parallel,
an honest agent has to initiate a
session with I.

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)
A → B : {Nb}pub(B)
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Attack
the intruder knows Nb,
When B finishes his session
(apparently with A), A has
never talked with B.
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B → A : {Na, Nb}pub(A)
A → B : {Nb}pub(B)

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 23 / 30



Exercise

A → B : {A, Na}pub(B)
B → A : {Na, Nb}pub(A)
A → B : {Nb}pub(B)

Exercise
Propose a fix for the Needham-Schroeder protocol.
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TLS: An implementation attack
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TLS: An implementation attack
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Heartbleed explained (1): heartbeat

SSL/TLS: protocol used for https:// web pages.
Heartbeat: an extension of TLS that just checks that a server is alive.

The client sends a packet to the server.
The server replies to the client with the same packet.

Client Server

Heartbeat message

Heartbeat response
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Heartbleed explained (2): heartbeat message in detail

SSLv3 record
Length of HeartbeatMessage

HeartbeatMessage
Type Length of payload Payload data
TLS1_HB_REQUEST
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Heartbleed explained (3): the attack
OpenSSL 1.0.1 before 1.0.1g does not check that the lengths are coherent!
Heartbeat attack message
SSLv3 record

Length of HeartbeatMessage
4 bytes

HeartbeatMessage
Type Length of payload Payload data
TLS1_HB_REQUEST 65535 bytes 1 byte

Heartbeat victim’s response
SSLv3 record

Length of HeartbeatMessage
65538 bytes

HeartbeatMessage
Type Length of payload Payload data
TLS1_HB_RESPONSE 65535 bytes 1 byte 65534 bytes leaked

Source: http://www.theregister.co.uk/2014/04/09/heartbleed_explained/
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Verifying protocol implementations

It is important to verify not only protocol specifications but also protocol
implementations.
miTLS, http://www.mitls.org/

Formally verified reference implementation of TLS 1.2 in F7/F⋆

Written from scratch focusing on verification
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Lead to the discovery of many attacks in TLS
implementations

2
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