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Overview

© Protocols
© Primitives

© Verification
@ Symbolic model
@ Computational model

@ Ex: Needham-Schroeder

© Bx: TLS
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Cryptographic protocols

Cryptographic protocols

@ small programs designed to secure
communication (various security
goals)

@ use cryptographic primitives (e.g.
encryption, hash function,
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Cryptographic protocols

Cryptographic protocols

@ small programs designed to secure
communication (various security
goals)

@ use cryptographic primitives (e.g.
encryption, hash function,

(1) by Fabio Lanari — Internetl.jpg by Rock1997 modified., CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=20995390
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Security properties (1)

@ Secrecy: May an intruder learn some secret message between two
honest participants?

@ Authentication: Is the agent Alice really talking to Bob?

@ Fairness: Alice and Bob want to sign a contract. Alice initiates the
protocol. May Bob obtain some advantage?

@ Non-repudiation: Alice sends a message to Bob. Alice cannot later

deny having sent this message. Bob cannot deny having received the
message.
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Security properties: E-voting (2)

Eligibility: only legitimate voters can vote, and only
once

Fairness: no early results can be obtained which could
influence the remaining voters

Mol ceTTe Aunee.
Th DoME (RotoralioV

Individual verifiability: 5 o omiToR

a voter can verify that her vote was
really counted

Universal verifiability:
the published outcome really is the
sum of all the votes

Belgique - Election 2004 - http://www.poureva.be/ - (C) Kanar
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Security properties: E-voting (3)

Privacy: the fact that a particular voter voted in a particular way is not
revealed to anyone

Receipt-freeness: a voter cannot prove that she
voted in a certain way (this is important to pro-
tect voters from coercion)

Coercion-resistance: same as receipt-freeness, but the coercer interacts
with the voter during the protocol, (e.g. by preparing messages)
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Symmetric encryption

3 3

— Examples: Caesar encryption, DES, AES, ...
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Asymmetric encryption

encryption ﬁ’ decryption l

public key h % private key
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.
These routines include, but are not limited to, encryption and signature
functions.

Signature

signature verification

b
private key public key

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 7/30



Why verify security protocols ?

The verification of security protocols has been and is still a very active
research area.

@ Their design is error prone.

@ Security errors are not detected by testing:
they appear only in the presence of an adversary.

@ Errors can have serious consequences.
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Models of protocols

Active attacker:
@ the attacker can intercept all messages sent on the network
@ he can compute messages

@ he can send messages on the network
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Models of protocols: the symbolic model

The symbolic model or “Dolev-Yao model” is due to Needham and
Schroeder [1978] and Dolev and Yao [1983].

@ The cryptographic primitives are blackboxes.

@ The messages are terms on these primitives.
< {m}x encryption of the message m with key k,
< (my, my) pairing of messages m; and mp, ...

@ The attacker is restricted to compute only using these primitives.
= perfect cryptography assumption

One can add equations between primitives, but in any case, one makes the
hypothesis that the only equalities are those given by these equations.

This model makes automatic proofs relatively easy
(Tamarin, ProVerif, AVISPA, ...).
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Models of protocols: the computational model

The computational model has been developed at the beginning of the
1980's by Goldwasser, Micali, Rivest, Yao, and others.

@ The messages are bitstrings.
@ The cryptographic primitives are functions on bitstrings.
@ The attacker is any probabilistic (polynomial-time) Turing machine.

This model is much more realistic than the symbolic model, but until
recently proofs were only manual.

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024



Models of protocols: side channels

The computational model is still just a model, which does not exactly
match reality.

In particular, it ignores side channels:

@ timing

@ power consumption

@ noise

@ physical attacks against smart cards
which can give additional information.

In this course, we will mostly ignore side channels.
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant's account
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant's account

transfer 100 euros into

the merchant's account

transfer 100 euros into

the merchant's account
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant's account

transfer 100 euros into

the merchant's account

transfer 100 euros into

the merchant's account

Example: attack on the decoders (TV)
— block the message that cancels the subscription
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Verifying protocols in the symbolic model

@ Compute the set of all terms that the attacker can obtain.
@ This set is infinite:

e The attacker can generate messages of unbounded size.
e The number of sessions of the protocol is unbounded.

= still tricky!
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Relevance of the symbolic model

@ Numerous attacks have already been obtained.
@ An attack in the symbolic model immediately implies one in the
computational model (and a practical attack).
e A proof in the symbolic model does not always imply a proof in the
computational model (see next).

@ Allows us to perform automatic verification.

August 2024
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Proofs in the computational model

Proofs by reduction:
from an adversary that breaks the protocol,

one can build an adversary that solves a difficult mathematical
problem.

Difficulty: protocols typically rely on several cryptographic primitives,
each relying on the difficulty of a different problem.
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Proofs in the computational model

Proofs by sequences of games [Shoup, Bellare&Rogaway]:
@ The first game is the real protocol.

@ One goes from one game to the next by syntactic transformations or
by reducing to a security assumption on a cryptographic primitive.
The difference of probability between consecutive games is negligible.

@ The last game is “ideal”: the security property is obvious from the
form of the game.
(The advantage of the adversary is 0 for this game.)

— — —
Protocol P1 P2 T Pn Property
to prove |negligible negligible negligible opvious

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 17 /30



Proofs in the computational model

Mechanization:
o CryptoVerif

o CertiCrypt, FCF, SSProve (frameworks within Coq),
CryptHOL (within Isabelle)

o EasyCrypt
e Typing (OWL, ...)
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Link between the two models

o Computational soundness theorems:

Proof in the proof in the
symbolic model computational model
modulo additional assumptions.

Approach pioneered by Abadi&Rogaway [2000]; many works since
then.
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Link between the two models: application

@ Indirect approach to automating computational proofs:

1. Automatic symbolic
protocol verifier

+
2. Computational
proof in the soundness proof in the
symbolic model —_ computational model
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Needham-Schroeder (public-key) Protocol
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Needham-Schroeder’s Protocol (1978)

A — B: {A7 Na}pub(B)
B — A: {Na, Nb}pub(A)
A — B: {Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

{Av Na}pub(B)
{Naa Nb}pub(A)
{Nb} pub(8)
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Needham-Schroeder’s Protocol (1978)

A — B: {Av Na}pub(B)
B — A: {Na, Nb}pub(A)
A — B:

L4 {Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

A — B: {Av Na}pub(B)
B — A: {Na, Nb}pub(A)
A — B: {Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

A — B: {Av Na}pub(B)
B — A: {Na, Nb}pub(A)
A — B {Nb}pub(e)

Questions
@ Is N secret between A and B ?

® When B receives { N }pup(g), does this message really comes from A ?

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024



Needham-Schroeder’s Protocol (1978)

A — B: {Av Na}pub(B)
B — A: {Na, Nb}pub(A)
A — B {Nb}pub(e)

Questions
@ Is N secret between A and B ?

® When B receives { N }pup(g), does this message really comes from A ?

An attack was found 17 years after its publication! [Lowe 96] \
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Example: Man in the middle attack

Intruder |

@ involving 2 sessions in parallel, A—B :{A Na}pub(B)
B—~A : {Naa Nb}pub(A)

A= B : {Nb}touns)

@ an honest agent has to initiate a
session with I.
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Example: Man in the middle attack

{A, Na}oub(n) {A, Na}oub(B)

Intruder |

A—B {A> Na}pub(B)
B—~A : {Naa Nb}pub(A)
A= B {Nb}touns)
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Example: Man in the middle attack

{A, Na}oub(n) {A, Na}oub(B)
{Na, No}oun(a) [ B7n {Na, Nb}pub(a)

Intruder |

A—B {A7 Na}pub(B)
B— A {Na Np}puna)
A= B {Nb}touns)
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Example: Man in the middle attack

{A, Na}oub(n) {A, Na}oub(B)
{Na, No}oun(a) [ B7n {Na, Nb}pub(a)
{Nb}pub(n) {Nb}pub(B)

Intruder |

A—B {A7 Na}pub(B)
B—~A : {Naa Nb}pub(A)
A= B : {Nb}touns)
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Example: Man in the middle attack

{A, Na}oub(n) {A, Na}oub(B)
{Na, No}oun(a) [ B7n {Na, Nb}pub(a)
{Nb}pub(n) {Nb}pub(B)

Intruder |

A—B {A7 Na}pub(B)
B—~A : {Naa Nb}pub(A)
A= B : {Nb}touns)

@ the intruder knows Ny,

@ When B finishes his session
(apparently with A), A has
never talked with B.
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Exercise

Propose a fix for the Needham-Schroeder protocol. \

A—=B : {A Natpuns)
B — A {Na Np}puba)
A — B {Nb}pup(B)

Bruno Blanchet (Inria)
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TLS: An implementation

M Technologies

Faille Heartbleed : les sites pour
lesquels il est conseillé de changer
son mot de passe

Abomnezvous.
Soraraere Reagir & Classer @& i Partager [ 3 5 @1 ®

TS T 010 personnes o ecommancent.

010
110100101

Jui ont
annoncé avorr fait une mise 4 verte du bug qui
affecte le protocole P YNSKI

Deux jours aprés la révélation d'une faille de sécurité au sein du protocole
OpenSSL, baptisée « Heartbleed », cette demiére est décrite par certains comme
« le pire cauchemar » qui puisse arriver concemant la sécurité des échanges sur
Internet.

Le logiciel bre OpenSSL est installé sur les serveurs de trés nombreux sites pour
établir des connexions chifirées et sécurisées entre ce demier et ses utlisateurs

e
@ De trés nombreux sites Intemet utiisent OpenSSL pour sécuriser leurs échanges.

Bruno Blanchet (Inria) Introd n to cryptographic protocols




TLS: An implementation attack
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Faille H
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Abomezvous.
Bpartrde 1€

tech-medias « actu
Lesechos.ir - Le 24 avril 2014

Faille informatique « Heartbleed
»:les lecons a tirer

La faille informatique baptisée Heartbleed est maintenant
réparée. Mais les entreprises ont beaucoup a apprendre de ce
malheureux épisode. La confidentialité des données de leurs
clients a ét€ mise en danger.

affecte le proto PSS seae Unémorragie est arétée. Entre mars 2012 et le 7 avrl 2014, la
boxr ot faille («coeur qui saigne », en

Deux jours aprés 7% anglais) a concemné un trés grand nombre de sites
OpenSSL, baptis Internet, des réseaux sociaux en passant par les banques
i’ en ligne et les plates-formes de e-commerce. Le comble est que le danger provient

« e pire caucher . 2 e acce
justement du systéme chargé de sécuriser laccés aux services sensibles comme le

Internet. paiement en ligne.
Le logiciel bre C L'alerte n'intervient que dans les premiers jours d'avril 2014. Jusquici personne
& etabir des conne navaient constaté de péril. Le risque  Ges cyber-Criminels pouvalent facilement retrouver
M Detrés nombrey les informations.personnelles dinternautes utiisateurs de ces sites, dans la mémoire des.

serveurs informatianes. Noms ef mofs. de nasse en oremier lie QUEIGLES iours ADrés 1
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TLS: An implementation
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Deux jours aprés
OpenSSL, baptis
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enligne etles |
Justement du sys BOSTON (Reuters) - La faille de sécurité "Heartbleed" pourrait permettre  des pirates

Internet.
paiement en lign! informatiques d'accéder a des boites mail, de contourner des pare-feu, voire de pirater
@ |lelgcelibrec Lalerte minten des téléphones portables, selon des spécialistes en informatique qui ont prévenu jeudi
(e bl des conne navaient constat que les risques pourraient s'étendre au-dela des seuls serveurs internet.
I De trés nombreu les informations |

serveurs informa
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TLS: An implementation attack
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TLS: An implementation attack

N TeclLesEcho
e Y — The AR Register’

. TrE Srro Mms o N Do i S Bomk
Faille H

lesquel:
son mo

Anatomy of OpenSSL's Heartbleed: Just four
bytes trigger horror bug
The code behind the C-bomb dropped on the world

By Chris Williams, 9 Apr 2014 | Follow 1,190 folowers
tech-medias + 3

Lesechos.fr-Le H E
Faille

145 | Analysis The password-leaking OpensSL bug dubbed Heartbleed is so bad,
switching off the internet for a while sounds like a good plan

» 3 leS ] RELATED  Atiny flaw in the widely used encryption library allows anyone to trivially and secretly
o D '] STORIES dip into vuinerable systems, from your bank's HTTPS server to your private VPN, to
Lf‘ falllle infc et cracking on Steal passwords, login cookies, private crypto-keys and much more.
réparée. Ma STARTTLS says
2
malheureus Facebook How, In 2014, i this possible’

clients a été Apple splats A simple script for the exploit engine Metasploit can, in a matter of seconds, extract
oo bugin  Semsiive in-memory data from systems that rely on OpenSSL 1.0.1 10 1.0.4ffor TLS
i05,0SX-but encryption. The bug affects about 500,000, or 17.5 per cent, of trusted HTTPS

its no Heartbleed yepsites we're told, as well as client software, email servers, chat sevices, and
OpenBSD anything else using the aforementioned versions of OpenSSL.

founder viants to

Deux jours aprés
OpenSSL, baptis
« le pire caucher

par Jim
enligne etles |
justement du sys BOSTO!

in buggy /A good number of popular web services have now been patched following disclosure
OpenSSL library,

Intemet. of the vulnerability on Monday: you can use this tool to check (use at your own risk,
paiement en lign: . launches fork

informa of course), but don't forget to do more than patch your OpenSSL installation if you're

@ Le logiciel libre C Lalerte nintery des télég gmgssu affected — change your keys, dump your session cookies and evaluate your at-risk

- : penSSL's
e &t@bir des conne ‘”ava;e”' E:’”s'a‘ quelesr Heartbleed flaw 4312
@ De trés nombreu :’:H‘I"N“’r'::":r"’;‘ will take

A WONTHS. wams  Too long, didn't read: A summary

Bruno Blanchet (Inria) n to cryptographic protocols



Heartbleed explained (1): heartbeat

@ SSL/TLS: protocol used for https:// web pages.
@ Heartbeat: an extension of TLS that just checks that a server is alive.

e The client sends a packet to the server.
o The server replies to the client with the same packet.

Heartbeat message

Client Server

Heartbeat response
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Heartbleed explained (2): heartbeat message in detail

SSLv3 record
Length of HeartbeatMessage

HeartbeatMessage

Type Length of payload | Payload data
TLS1_HB_REQUEST
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Heartbleed explained (3): the attack

OpenSSL 1.0.1 before 1.0.1g does not check that the lengths are coherent!
Heartbeat attack message

SSLv3 record

Length of HeartbeatMessage

4 bytes

HeartbeatMessage

Type

TLS1_HB_REQUEST

Length of payload | Payload data
65535 bytes

SSLv3 record

Heartbeat victim’s response

Length of HeartbeatMessage

65538 bytes

HeartbeatMessage

Type

Length of payload | Payload data

TLS1_HB_RESPONSE

65535 bytes

Bruno Blanchet (Inria)
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Verifying protocol implementations

It is important to verify not only protocol specifications but also protocol
implementations.
miTLS, http://www.mitls.org/

e Formally verified reference implementation of TLS 1.2 in F7/F*

@ Written from scratch focusing on verification

;. miTLS - Home x

& C' [ https://www.mitls.org:2443 /wsgi/home w® 9

Home Publications Download Browse TLS Attacks People

M miTLS
T L) < A verified reference TLS implementation

This page is served using the miTLS demo HTTPS server. (Go back to production server)
« ciphersuite: TLS_RSA_WITH_AES_128_CBC_SHA,
« compression: NullCompression,
« version: TLS_1p2
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Lead to the discovery of many attacks in TLS

implementations

" N THE WALL STREET JOURNAL.
| ¥ i
" mITLS 3SHAKE SMACK VHC Trq?le Hands_hgkes Consid| e
Tis Breaking and Fixing Authent .
'SMACK Introduction Threat Model SKIP-TLS Attack FREAK Att|
March 4, 2014
[ Tntroduction | TLS Weaknesses Triple Hands|
SMACK: State Machine AttaCKs | —— ol Han
Implementations of the Transport Layg Slides from the TLS WG session at proposed Internet
handle a variety of protocol versions )
paper with -7)

modes and key exchange methods,
preseribe a different message sequent
server. We address the problem

May, 2014,

of 2
machine that can correctly multiple
modes.

Tracking the FREAK Attack

The Logjam Attack

‘Warning! Your web browser s uinerable to Logiam and can be tricked into using weak encryptic

ars'technica

rere

RISK ASSESSMENT - SECURITY & HACKTIVISM

W STORES:

attack tens of
thnusands of Web and mail servers

SMTPS, and protocols that rely on TLS.
Good News! Your browser appears to be safe from the FREAK attack.

On Tuesday, March 3,201 h ed
anattackertoin
‘weakened encry|

tracking the imj

L/TL

‘The FREAK attac
disclosure was
of Michigan, incl
team can be con

RS CONSOR

RISK ASSESSMENT  SECURITY & HACKTIVISM |

the FREAK attack. It allows.

emtouse
eis dedicated to

. Further
at the University
falderman. The

The BEAST Wins Again: W

Documents

FREAK Attack Threatens SSL Clients
Exploit videos

on 03,
from the another-day-another-vuln ept.

Disclalmer: The gosloftes
The,

“FREAK” flaw in Android and Apple devices
cnpples HTrPS crypto protection
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For the nth time in the last couple of years, security experts are warning about
this time in some popular SSL dlients. The flaw allo
attacker to f to weakened ciphers and break their
supposedly encrypted communications through a man-in-the-middle attack.
Researchers recently discovered that some SSL clients, including OpenSSL, w
accept weak RSA keys—knuwn as expungrzde keys-without asking for those |
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