
Computationally Sound Mechanized Proofs
of Correspondences

Bruno Blanchet
Inria, Paris

Bruno.Blanchet@inria.fr

August 2024

Bruno Blanchet Correspondences



Introduction

Our goal: implement an automatic, computationally sound prover
for security protocols.

We have already discussed secrecy properties.

Now, we present correspondence assertions, that is, properties of
the style:

If some event has been executed, then some other events
have been executed.

Basic application: authentication.
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Example: a nonce challenge

Simple example inspired by the corrected Woo-Lam public-key
protocol (1997)

B → A : (N,B)

A→ B : {pkA,B,N}skA
In our language:

Ostart() := rkA
R← keyseed ;

let pkA = pkgen(rkA) in let skA = skgen(rkA) in return(pkA);

foreach iA ≤ n do

OA(xN : nonce, xB : host) := event eA(pkA, xB, xN);

r
R← seed ; return(sign(concat(pkA, xB, xN), skA, r))

| foreach iB ≤ n do

OB1(xpkA : pkey) := N
R← nonce; return(N,B);

OB2(s : signature) := if verify(concat(xpkA,B,N), xpkA, s) then

if xpkA = pkA then event eB(xpkA,B,N)
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Arrays

All variables defined under replications are implicitly arrays.

Ostart() := rkA
R← keyseed ;

let pkA = pkgen(rkA) in let skA = skgen(rkA) in return(pkA);

foreach iA ≤ n do

OA[iA](xN[iA] : nonce, xB[iA] : host) := event eA(pkA, xB[iA], xN[iA]);

r [iA]
R← seed ; return(sign(concat(pkA, xB[iA], xN[iA]), skA, r [iA]))

| foreach iB ≤ n do

OB1[iB ](xpkA[iB ] : pkey) := N[iB ]
R← nonce; return(N[iB ],B);

OB2[iB ](s[iB ] : signature) :=

if verify(concat(xpkA[iB ],B,N[iB ]), xpkA[iB ], s[iB ]) then

if xpkA[iB ] = pkA then event eB(xpkA[iB ],B,N[iB ])
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After game transformations

Using the unforgeability of signatures, the signature verification
with pkA succeeds only for signatures generated with skA.
After game transformations, we obtain the last game:

Ostart() := rkA
R← keyseed ; let pkA = pkgen′(rkA) in return(pkA);

foreach iA ≤ n do OA(xN : nonce, xB : host) :=

event eA(pkA, xB, xN); let m = concat(pkA, xB, xN) in

r
R← seed ; return(sign′(m, skgen′(rkA), r))

| foreach iB ≤ n do OB1(xpkA : pkey) := N
R← nonce; return(N,B);

OB2(s : signature) := find u ≤ n suchthat

defined(m[u], xB[u], xN[u]) ∧ (xpkA = pkA) ∧ (B = xB[u])

∧ (N = xN[u]) ∧ verify ′(concat(xpkA,B,N), xpkA, s) then

event eB(xpkA,B,N)
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Non-injective correspondences

A non-injective correspondence is a formula of the form ψ ⇒ ϕ
where

ϕ ::= formula
M term (without arrays)
event(e(M1, . . . ,Mm)) event
ϕ1 ∧ ϕ2 conjunction
ϕ1 ∨ ϕ2 disjunction

and ψ is a formula that contains only events and conjunctions.

Example

event(eB(x , y , z))⇒ event(eA(x , y , z))

means that, if eB(x , y , z) is executed, then eA(x , y , z) has also
been executed (except in cases of negligible probability).
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Injective correspondences

An injective correspondence also allows injective events
inj-event(e(M1, . . . ,Mm)).

Each execution of the injective events in ψ corresponds to distinct
injective events in ϕ.

Example

inj-event(eB(x , y , z))⇒ inj-event(eA(x , y , z))

means that each execution of eB(x , y , z) corresponds to a distinct
execution of eA(x , y , z).
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Intuition for the proof: non-injective correspondences (1)

Prove the correspondence event(eB(x , y , z))⇒ event(eA(x , y , z))
in the game

. . . foreach iA ≤ n do . . . event eA(pkA, xB, xN); let m = . . . in . . .

| foreach iB ≤ n do . . .

find u ≤ n suchthat defined(m[u], xB[u], xN[u]) ∧
(xpkA = pkA) ∧ (B = xB[u]) ∧ (N = xN[u]) ∧
verify ′(concat(xpkA,B,N), xpkA, s) then event eB(xpkA,B,N)

If event(eB(x , y , z)) has been executed, the program point
event eB(xpkA,B,N) has been reached for some iB = i ′B , and
eB(x , y , z) = eB(xpkA[i

′
B ],B,N[i ′B ]).

So m[u[i ′B ]], xB [u[i
′
B ]], and xN[u[i ′B ]] are defined,

xpkA[i
′
B ] = pkA, B = xB[u[i ′B ]], and N[i ′B ] = xN[u[i ′B ]].

Since m[u[i ′B ]] is defined, the definition of m[iA] has been executed
for iA = u[i ′B ], so event eA(pkA, xB[iA], xN[iA]) has been executed.
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Intuition for the proof: non-injective correspondences (2)

If event(eB(x , y , z)) has been executed, the program point
event eB(xpkA,B,N) has been reached for some iB = i ′B , and
eB(x , y , z) = eB(xpkA[i

′
B ],B,N[i ′B ]).

So m[u[i ′B ]], xB [u[i
′
B ]], and xN[u[i ′B ]] are defined,

xpkA[i
′
B ] = pkA, B = xB[u[i ′B ]], and N[i ′B ] = xN[u[i ′B ]].

Since m[u[i ′B ]] is defined, the definition of m[iA] has been executed
for iA = u[i ′B ], so event eA(pkA, xB[iA], xN[iA]) has been executed.

We have

x = xpkA[i
′
B ] = pkA

y =B = xB[u[i ′B ]] = xB[iA]

z =N[i ′B ] = xN[u[i ′B ]] = xN[iA]

so eA(pkA, xB[iA], xN[iA]) = eA(x , y , z) has been executed.
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